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ABSTRACT: Data security is one of the most daunting facets of today's information and communication technology.
To ensure safe communication between various entities, cryptography is an important, effective and efficient component. In
cryptography, encryption is the process to secure the data before it is communicated. It is a process of altering an
intelligible form of data into an unintelligible form based on an encryption algorithm. To get the original data back, a
decryption process is used. A key must be needed to encrypt or decrypt data. Protection is also based on holding the secret
of the key. Many attacks will crack the key. A dynamic key is created to decrease the cryptanalysis attack risk. Dynamic
keys are one-time used cryptographic keys, which significantly improve the security of cryptographic systems. In this
paper, dynamic key-based cryptographic techniques are analyzed. This paper reviews the studies related to dynamic keys
and makes some identification of the problem and offer some suggestions in the future for secure communication.

KEYWORDS: Cryptography, Encryption, Decryption, Dynamic Key
I. INTRODUCTION

Security plays a vital role in securely storing information and transmitting it through unknown networks. The
secure communication is, therefore, the essential requirement of each network transaction. Cryptography is an essential
component for secure communication and information transfer through security services such as confidentiality, integrity of
data, control of access, authentication and non-repudiation. It offers a way of preserving confidential information by
transferring it into unintelligible information which can only be viewed by the designated recipient by transforming it into
the original text. The encryption process is called the process to turn the plaintext into cipher text with the key and the
decryption process is called to reverse the encryption process [21]. Cryptographic algorithm design is secure and reliable,
low cost, requires a small memory footprint, is simple to implement and is used on many platforms. The broad range of
applications is built using various mathematical processes to secure cryptographic algorithms.

The cryptography system can be divided into keyless [15] and key-based system [20]. The association between
plaintext and cipher text having a different version of the message is strictly based on the encryption algorithm in the
keyless cryptosystem. The keyless cryptosystem is generally less secure than key-based systems because anyone can gain
access to the algorithm will be able to decrypt every message that was encoded using keyless cryptosystem such as Caesar
cipher [19]. In key based cryptosystem, the term key may refer to a simple key (e.g., 128-bitstring) or a more complex
key construct (e.g., a symmetric key polynomial). A large number of keys need to be managed in order to encrypt and
authenticate sensitive data exchanged. The key can be categorized into static and dynamic methods based on their
capability in updating the encryption key at runtime [31].

In networking, static key is restricted to key pre-distribution and keys are fixed during the network's lifespan.
However, if an encryption key is used for a long time, it becomes substantially more likely to be attacked. In contrast,
dynamic key management regenerates keys over the lifespan of the network. Therefore, in network based operations,
dynamic key management is known to be more promising [12]. Dynamic key management is a collection of processes used
for re-keying, whether periodically or according to the demand of the network. Dynamic key management schemes greatly
improve the survival and resilience of networks, as the keys of malicious node are revoked during the re-keying process.
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Improved network survivability is the main benefit of dynamic keying, since any caught key(s) is exchanged in a method
known as re-keying in a timely manner. Another benefit of dynamic keying is greater support for network expansion; the
likelihood of network capture does not inherently increase when adding additional nodes, unlike static keying, which uses a
fixed pool of keys.

In this paper, dynamic key based cryptographic technique is analyzed. This paper survey, dynamic key based
encryption and decryption for different types of document like text and images. The remaining section of this paper is
organized as follows: Section 2 explains cryptography concept, different types of keys used in cryptography is described in
section 3, the related work of dynamic keys based cryptography methods are explained in section 4 and finally section 5
concludes the paper.

II. CRYPTOGRAPHY

Cryptography is the science of preventing unauthorized access to private information, maintaining data
confidentiality and authentication, and other activities. The cryptography algorithm is a method or some formula that makes
data or network secure by providing security. Cryptosystems are complex hardware and software combinations used to
translate plain text into a sequence of unintelligible characters known as cipher text, then back to their original plaintext.
Cryptography provides

o Confidentiality is the fundamental security function supplied by cryptography. It is a security service that holds
data from an unauthorized user. Often it is referred to as secrecy or privacy.

o Data Integrity deals with the detection of any data modification. Data is changed by unauthorized party
deliberately or inadvertently. It checks whether or not the data has been intact since the last approved user
produced, transferred, or stored it.

o Authentication establishes the originator's identification. It ensures to the receiver that the data received has been
sent only by a recognized and confirmed sender.

o Non-repudiation: A security service ensuring that a person is unable to refuse possession of a prior undertaking
or action. It is a guarantee that the original data creator does not refuse the creation or transmission of the said data
to a recipient or third party.

The terms used in cryptography is shown in Table 1

Table 1 Cryptography Terms

Terms Description
Plain Text Original text or message used in interaction
Cipher Text Encrypted (Unreadable) format of plain text
Encryption Conversion of plain text to cipher text
Decryption Conversion of cipher text to plain text
Key Numeric or Alpha numeric string
Key Size Length of key in bits
Block Size Fixed length string of bits
Round Number of time to execute the encryption process
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Figure 1 shows the cryptographic techniques.
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Figure 1 Cryptographic techniques [18]
III. KEYS IN CRYPTOGRAPHY

In cryptography, a key is a piece of information used to modify data by an algorithm. This is aimed at scrambling
this data and is only available to individuals who have the necessary key to retrieve the desired information. This section
explains some keys used in cryptography.

Secret Key Cryptography

In secret key cryptography the transmitter and recipient must use the same key to encrypt and decrypt a text. This
increases security risk as it is necessary to deliver the key in a secure way to decrypt the message to the recipient of the
message. If intruders get hold of the key, the hidden message can be decrypted, thereby compromising the entire device.
Figure 2 shows the secret key cryptography system.
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Figure 2 Secret Key cryptography [17]
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Two keys are used in public key cryptography, one for encryption and the second for decryption. Without
compromising the private key, the public key is spread everywhere. To encrypt the message, a user will use his friend's
public key. To decrypt this message, the recipient will use his/her private key (which should be kept secret).

Two parts of this key pair are mathematically related, even though the two keys are different. The public key is
used for plain text encryption or digital signature authentication, while the private key is used for cipher text decryption or
for digital signature production. Only using the same private key pair will messages encrypted with a public key be
decrypted. This technique is much more reliable than symmetric cryptography, as the sender and receiver may use any
communication method to share their public keys while keeping their private keys secret to decrypt the received messages.
Figure 3 shows the public key cryptography
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Figure 3 Public key cryptography
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Digital signatures include confirmation of the integrity and originator of the associated records, but go one step
further and also provide the notion of non-repudiation, the signatory being unable to legitimately say that the signature has
been falsified. Figure 4 shows the digital signature.
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Cryptographic Hash Function

Another reliable method of encryption is the hash function. Hashing is the process of creating a number out of a
text string. The hash is significantly smaller than the text itself and is produced by a formula in such a way that any other
text is highly unlikely to produce the same hash value. Hashing is commonly used in the security of information and in
forensic systems. If the user wants to submit an encrypted file, the file hash should be determined first. Then the file is
encrypted and sent to the recipient along with the created hash number. The file will be decrypted by the receiver and his
hash number determined. There is a very high chance that the message has not been compromised if both hashes are the

same.
There are four key properties of the ideal cryptographic hash function:

For any given message, it is easy to calculate the hash value.

A message from a given hash is almost impossible to produce.
Without changing the hash, it is impossible to change a message.
Finding two separate messages with the same hash is unlikely.

o O O O

There are several different algorithms for hashing, such as MD2, MDS5, SHA, and SHA-1.
IV. DYNAMIC KEYS - REVIEW
This section reviews related work on dynamic key based cryptographic techniques.

4.1 Dynamic key based Authentication

Users that attempt to access network services need to be authenticated. Authenticated key agreement protocols
authenticate the identity of users to ensure that a session in which the group members can communicate with each other can
be formed only by the intended group members. A novel community key agreement protocol was proposed in [23] with
disprovable authentication against insider attack. The community participants are unable to disclose the source of the
messages to any party, and the entire transcript process can still be simulated by any subgroup participants. In [29] an
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authenticated asymmetric community key agreement protocol is suggested; without relying on the trusted dealer to transmit
the secret key, which provides protection against active and passive attacks.

A one-round affiliation-hiding authenticated asymmetric group key agreement was proposed in [30] with semi-
trusted group authority, which can preserve individual privacy, but the calculation of this protocol is very high, not suitable
for use in wireless network power-limited mobile devices. A one-round authenticated dynamic protocol was proposed by Li
et al. [24] for symmetric group key agreement. They used public-key cryptography based on identity to authenticate users
rather than public key infrastructure and public-key cryptography without certificates. A dynamic and cross-domain
authenticated asymmetric community key agreement is proposed by Qikun et al., [14]. To mitigate the potential risks of key
issuer and the difficulty of certificate management, the protocol establishes cross-domain authentication mechanisms. It
allows the dynamic group key update of nodes for group key forward confidentiality and backward protection, and also
achieving the key self-certified, the group key agreement participated by the participant will self-certify if the group keys
measured are correct.

A new post-quantum constant-round dynamic GKE protocol from Ring Learning with Errors without a trust
authority is proposed in [1]. Traditional GKE dynamic protocols rely on number-theoretical problems that are vulnerable to
quantum computing attacks, such as the Diffie-Hellman problem. For heterogeneous WSNs, an effective dynamic
authentication and key management system is suggested in [6]. The key idea is to provide both authentication and key
establishment with a single lightweight protocol while optimizing the level of security. The key distribution algorithm is
based on pre-existing dynamic key generation information and does not require a secure channel and sharing process that
improves protection, energy efficiency and memory usage. A group-based authentication key agreement protocol with
dynamic policy updating proposed in [25]. In particular, choose an asynchronous secret sharing scheme to enforce
distributed authentication and session key establishment in the long term evaluation advanced networks in combination
with the Diffie-Hellman key exchange scheme and to achieve dynamic updating of the communication system access
authority.

A protocol for a complex privacy-preserving and lightweight dynamic key agreement proposed in [10] for vehicles
to grid in social IoT. This protocol resists numerous threats, including impersonation, offline password guessing, man-in-
the-middle, replay, and trace attacks, maintaining anonymity, perfect forward confidentiality, protection of the session key,
and stable shared authentication. A new lightweight technique Protean Authentication Scheme proposed in [11]. This
method constantly change the authentication keys at regular intervals thereby reducing the attack span due to the pressing
fact that the edge nodes are exposed to direct physical attacks while deployed in the open. A novel dynamic ID-based
anonymous two-factor authentication key exchange protocol proposed in [22].

4.2 Dynamic key based Encryption

Nowadays, data and information transfers are typically carried out by means of unreliable public networks. The
use of insecure communication networks, such as social media, is very vulnerable to third parties' misuse of information. It
is therefore necessary to preserve the confidentiality of data sent through unsecured networks, including text, images and
video. Encryption is the one of the way to secure the data. This section reviews dynamic key based encryption for text and
image.

Dynamic public-key threshold encryption, suggested by Delerablée and Pointcheval [32], is an extension of
ordinary threshold encryption that allows decryption servers to engage the system even after the setup stage and
dynamically choose the authorized set and decryption threshold. Dynamic TPKE (threshold public-key encryption)
schemes proposed in [27] that prevent the use of random oracles and g-type assumptions with decryption consistency. Two
dynamic TPKE constructions are proposed by the author, both of which use public key encryption with non-interactive
opening.

Securing color image transmission using a dynamic key generator compression-encryption model and effective
symmetric key distribution is suggested in [2]. It includes a stable key generation model that for each communication
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session always produces different keys; a cryptosystem model that uses a selective compression-cryptographic approach,
which is followed by implementing the principle of multiple encryptions to enhance data confidentiality; and a model that
safely and efficiently distributes symmetric keys.

Orthogonal frequency-division multiplexing (OFDM) based encryption systems at the physical layer are tested,
evaluated and vulnerabilities are found in [7]. Encryption in the frequency domain is shown to slightly reduce the effects of
channel fading and increase the efficiency of the bit error rate. Time-domain encryption, on the other hand, is shown to be
more stable. In addition to a new method for updating cipher primitives for input OFDM symbols or frames, a dynamic
secret key approach that improves the security level of OFDM-based encryption schemes is suggested.

A dynamic key generation scheme is proposed in [8] which integrate a pre-shared/stored secret key with a
dynamic nonce extracted from channel information. The primary benefit of this technique is that it ensures a degree of high
security with reduced overhead. In addition, upon any change in channel parameters, the obtained dynamic key can be
changed frequently. To avoid unauthorized synchronization or channel measurement by invalid users, a preamble
encryption scheme is also proposed. The security level of the cipher scheme proposed depends primarily on the secret key
and the dynamicity of the channel used for each frame symbol to update the cipher primitives.

A lightweight cipher algorithm based on a dynamic structure with a single round consisting of simple operations is
proposed in [13]. A dynamic key is generated in this algorithm and then used to build two robust tables of substitution
(dynamic permutation table, and two pseudo-random matrices.). This complex cipher structure reduces the number of
rounds to a single one while retaining a high degree of randomness and protection. A good balance between security and
performance levels can be achieved by dynamic key-based cryptography algorithms. A set of cryptographic primitives are
generated and modified using a dynamic key. This implies that for the same plaintext, distinct cipher text can be obtained
since different cryptographic primitives are used. The algorithms explained in [8] [13] [9] need only one round iteration
and, in addition to avoiding diffusion operations, make use of simple operations. The new generation of these cryptographic
algorithms reduces the latency, resources and overhead of computing needed.

In [16], a new chaos-based image encryption algorithm is implemented with dynamic key selection mechanisms. It
introduces a dynamic selection mechanism for keystream selection and sequence group selection that extends the key
selection range and allows us to dynamically picks the keys using the corresponding plaintext pixels. This method increases
the security level. For reliable image transmission, a Secure Dynamic Decision based Permutation and Butterfly Network
Topology based Diffusion model is proposed in [4]. For creating initial vectors of Henon map, two separate models are
implemented, which in turn used to generate the random key sequence for each encryption to achieve high sensitivity to the
plain image. The digital image encryption scheme [5] is proposed based on the chaotic method of Lorenz. The hash value
of the plain image is embedded in the cryptosystem during the process of creating chaotic key streams to dynamically alter
the initial secret keys to increase the level of security. Because a single replacement box (s-box) is used to encrypt digital
files, it does not function well for both higher and lower grey levels. A new substitution technique using multiple S-boxes
with dynamic substitution is proposed in [3] to solve this problem. Table 2 and Table 3 shows the comparison of dynamic
key methods based on different domain and key size with future suggestions.

Table 2 Comparison of Dynamic key methods based on different domain

Method Domain Description Drawback / Future
Suggestion

Protean IoT This method provides secure | Use lightweight hash

Authentication authentication between gateway | based biometric

[11] node and edge node. It uses AES | authentication scheme

algorithm to  encrypt the
authentication credentials

EDAK [6] Heterogeneous To provide both authentication | This scheme does not
WSNs and key establishment with a consider replay attack
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single lightweight protocol while | and insider attack.
enhancing the level of security.
The key algorithm for distribution
is based on preexisting data to
produce dynamic keys and does
not need any secure channel.

Image Social media A new cryptosystem model that is | This model can be

compression- capable of  solving key | extended to video files,

encryption model management  problems  and | which, by

with dynamic preserving the data protection of | enhancing the

key generator[2] the images transmitted. compression  system,
has a much larger data
size.

Table 3 Comparison of methods based on dynamic key size

Algorithm KeySize KeyGen Time Future Suggestion
AES-ECC [26] 192 bit 140e(ms)+20d(ms) encryption times that
change according to the
input text and the key
used for encryption

HMAC-SHA-512 [9] 64 bytes 232.726(ms)- Include Authentication-
189.4(ms) Encryption  operation
mode with one single

pass
DLSeF [28] 32, 64, and 128 bit 7.301e+09, 3.136e+19, | This method take more
5.7848e+35 ns time to generate the

key. In future, reduce
the key generation

time.
DC-AAGKA [14] 160 bits 3.886ms Apply other security
group applications
DRAG [1] 128 bit 3 msec Check key reuse attack
Image Encryption | 256 bit(512X512) 86e(ms)-71d(ms) High security and
algorithm [5] avoid large key space
EDAK [6] 16 bytes 0.77 ms highly dynamic, with

roaming nodes and
multiple network .

V. CONCLUSION

Key management has become an essential security concern considered by industrial researchers with the
comprehensive and extensive application of wireless sensor networks in which many techniques have been proposed so far.
The aim of key management is to dynamically create and maintain reliable channels between nodes that communicate. To
reduce the crypt analysis attack risk, a dynamic key is developed. Dynamic keys are once-used cryptographic keys that
enhance the security of cryptographic systems dramatically. This paper survey, dynamic key based authentication,
encryption and decryption for different types of document like text and images. Most of the paper uses hybrid method for
key generation, which increases the computation overhead and also take more time to generate the key. In the future, reduce
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the computational overhead and key generation time. In addition to this develop a framework which includes,
authentication, encryption, decryption, data integrity verification using dynamic keys.
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